Incremental backup Windows PC
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Introduction

Backup is performed with the means of FreeFileSync software that is operated from within the batch file. Batch file contains all parameters needed for the
backup operation. It can backup to a network or local location. Current procedure accomplishes incremental backup with a retention period indicated in
configuration file.

Setup generates reports that being sent over email as attachments in case of backup operation completed with errors. Otherwise, if no errors registered,
"OK" email is sent. In addition there is CSV file in public location 192.168.28.2/srv/th_share/_backup_global_report/backup_global_report.csv that can help
to get overview of backup situation (this is experimental feature yet)

Installation

We suppose that destination backup folder (Samba share) is created and credentials are known.
The following files are required for setup:

® backup.bat - This is batch job that contains all backup parameters and backup procedures. The header part of the file should be edited manually
for each host. The file is attached to this page. Also can be found in Appendix 1

® SwithMail.exe - Toll for sending emails. Used for sending reports. The file is attached to this page. Also can be downloaded from https://www.
tbare.com/software/swithmail/

® BatchRun.ffs_batch - FreeFileSync general profile. Normally doesn't change from host to host. The file is attached to this page. Also it can be
found in Appendix 1

® backup-on-idle.xml - This file can be imported to the Windows Task Scheduler (instead of scheduling backup job manually)

® FreeFileSync installation file - Latest version can be downloaded from https:/freefilesync.org/download.php

On host machine:

0. In case of installation on Windows 10 machine that will communicate to Linux Samba share: check if you can login to the destination backup folder
with Samba credentials using File Explorer. In some cases Windows OS cannot see Samba share if it is running outdated protocol and in some other
cases that not yet explored enough (displayed error: "Windows cannot access \IP_ADDRESS. Check the spelling of the name... etc.)". Solution: Run
command prompt with administrator rights and execute two following commands. Then reboot and try again.

sc. exe config | anmanwor kst ati on depend= bowser/ nr xsnb10/ nsi
sc. exe config nrxsnb20 start= disabl ed

1. Install FreeFileSync to default folder C:\Program Files\FreeFileSync
. Create new folder C:\backup_config
3. Copy to this folder following files:

a. backup.bat

b. SwithMail.exe

c. BatchRun.ffs_batch
4. Open in a text editor backup.bat file and edit parameters in top part of the file:

® Destination folder (ex. \\192.168.28.2\FAMC-GREEN)

® Network username
Network password
Name of FreeFileSync profile (keep default one BatchRun.ffs_batch)
Retention period, days
Global report file location (keep default one "\192.168.28.2\TH Share\ backup_global_report\backup_global_report.csv")
Indicate one or multiple folders to be backed up (ex. C:\Users\FAMC\Desktop)
Gmail user that will send reports
Gmail password

® Send email to address
. Open Task Scheduler (press Win+R combination and run taskschd.msc)
. Import the file backup-on-idle.xml to create new task
. Test setup by running the task on demand (right click and run). Check folders C:\backup_config\batch_logs and C:\backup_config\ffs_logs and
read reports.
® Note that first run might be reported with errors because destination folders are not existed. However destination folders will be created
automatically after the first run.
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Appendix 1

backup.bat

Created by Daniel da.net@uroville.org.in

Install FreeFileSync in default C \Program Fil es\FreeFil eSync fol der
Create folder C: \backup_config and copy sanple configuration files to it
Configure paraneters bel ow

@ECHO CFF

Path to the destination backup folder either network or |ocal.
In case of a network place use format \\SERVER Fol der in case of a local foler use DRI VE_LETTER \ FOLDER
Don't put backslash at the end of the Iine

SET Destinati on=\\192. 168. 28. 2\ FAMC- GREEN

Server credentials - in case of network |ocation.

If using local folder or public share that doesn't require credentials, keep both fields blank.
SET User =f antbackup
SET Passwor d=ht HL678kh

Path to FFS profile file
SET FFSProfil e=Bat chRun. ffs_batch

Changed and deleted files retention period
SET retention=30

G obal report file located in public network I ocation
SET d obal Report Fil e="\\192. 168. 28. 2\ TH Shar e\ _backup_gl obal _r eport\ backup_gl obal _report.csv"

Set folders for backup. Spaces are allowed. No need quote marks. Every location nust start with drive
letter, colon, backslash (C\... D\...).

Keep enpty or delete lines that are not needed. If needed nore |location, add nore |lines using the sane
f or mat
SET source
SET source
SET source
SET source
SET source
SET source
SET source
SET source
SET source
SET source

=C: \ User s\ FAMC\ Deskt op

1]
2] =
3] =
4] =
5] =
6] =
7]=
8] =
9]
10

]:

Send enmil report as:
SET Gmai | User =da. i nfo@uroville.org.in
SET Gmai | Password="auroville 2018 AV"
SET SendEnmi | To=da. net @wuroville.org.in

Creating TI MESTAMP in good format
FOR /f "tokens=2 delims==" %@ IN ('wrnic OS Get |ocaldatetinme /value') DO SET "dt=%@a"
SET "VYY=%lt: ~2, 2% & set "YYYY=%lt:~0,4% & set "MW%t:~4,2% & set "DD=%lt:~6, 2%
SET "HH=%lt: ~8,2% & set "M n=%lt: ~10,2% & set "Sec=%dt:~12, 2%
SET "ti mest anmp=%YYY% %Mk %DD% %H% %M n% %Sec %

Checking if backup was running today already. If yes - go to END (do nothing)
I F EXI ST batch_| ogs\ bat ch_| og_%rYYY% %% %OD% GOTO END

Creating batch log file
I'F NOT EXI ST "batch_l ogs" MKDI R "batch_| ogs"
SET Bat chLogFi | e=bat ch_| ogs\ bat ch_| og_% i nest anp% t xt
ECHO This is backup log created on % i nmestanp% > %Bat chLogFi | €%

Creating FFS log file



I'F NOT EXI ST "ffs_logs" MKDIR "ffs_| ogs"
SET FFSLogFil e=ffs_logs\ffs_l og_% i nestanp% t xt
ECHO. > %-FSLogFi | e%

Preparing nessage for user
ECHO Dear user! > nessage.txt
ECHO >> nessage. t xt
ECHO W backup only following folders on this conputer >> nessage.txt
ECHO. >> nessage. t xt

Mounting network volume or skipping this if no need to |ogin

I F "%Jser% =="" GOTO NOLOG N

net use %estination% /user: %Jser % %asswor d%

| F ERRORLEVEL 1 (
ECHO ERROR Mounting network vol une %estinati on% >> %Bat chLogFi | €%

) ELSE (

ECHO OK Mounting network vol une %esti nation% >> %Bat chLogFi | e%
)

: NOLOG N
Running cycles that will sync pairs of directories using same FFS profile for each pair separately

SET i=1
SET ErrLevel =0

1 LOOP
SETLOCAL Enabl eDel ayedExpansi on
Defining Source and Target folders for current cycle run
IF "!'source[% % !"=="" GOTO ENDLOOP
SET Source=!source[ % %!
SET Target=!source[ % % : ~0, 1! ! source[ % % : ~2, 150!
Runni ng backup for current couple
"C:\ Program Fi | es\ FreeFi | eSync\ FreeFi | eSync. exe" %FSProfile%-dirpair "%Source®% "%estination% %
Tar get %
I F ERRORLEVEL 1 (
ECHO ERROR %Sour ce% %est i nat i on% %ar get % >> %Bat chLogFi | e%
SET /A ErrlLevel +=1
) ELSE (ECHO OK %Sour ce% Y%Dest i nati on% %lar get % >> %Bat chLogFi | e%)
Identifying name of FFS log file that was just created
SETLOCAL Enabl eExt ensi ons Di sabl eDel ayedExpansi on
SET "Last Log="
FOR /f "delinms=" %@ IN ("DIR /b /o-d ffs_logs\ 2~>NUL') DO (
I F NOT DEFI NED LastlLog SET "Last Log=%a"
)
Streami ng last FFS report into comon report file
TYPE "ffs_l ogs\%astLog% >> %FSLogFil e%
ECHO. >>%-FSLogFi | e%
DEL "ffs_l ogs\ % ast Log%
Addi ng source fol der to user message that will be displayed at the end
ECHO %Sour ce% >> nmessage. t xt
SET /A i+=1
GOTO LOOP
: ENDLOOP

Deleting files older than %etenti on% from backup _nodified folder
PUSHD "%bDesti nati on% _nodi fied" &&(
forfiles -s -m*.* -d -%etention%-c "cnd /c del /s /g @ath"
) & POPD
| F ERRORLEVEL 1 (
ECHO WARNI NG Del eting files older than % etenti on% days from %Desti nati on% _nodified. Nothing to delete
>> 9Bat chLogFi | e%
) ELSE (ECHO K Deleted files older than % etention% days from %estination% _nodified. >> %
Bat chLogFi | e%)

Deleting log file older than %etention%from batch_|l ogs and ffs_| ogs



forfiles /p "batch_logs" /s /m*.* /d -%etention%/c "cnmd /c del @ath"
I F ERRORLEVEL 1 (

ECHO WARNI NG Del eting batch log files older than % etention%days. Nothing to delete >> %
Bat chLogFi | e%

) ELSE (ECHO OK Del eted batch log files older than % etenti on% days. >> %Bat chLogFi |l e%)

forfiles /p "ffs_logs" /s /m*.* /d -%etention%/c "cnd /c del @ath"
| F ERRORLEVEL 1 (

ECHO WARNI NG Del eting FFS log files older than % etention% days. Nothing to delete >> %
Bat chLogFi | e%

) ELSE (ECHO OK Deleted FFS log files ol der than % etention% days. >> %BatchLogFi | e%

Checking for errors
I F NOT %rrLevel %=0 GOTO FFSERROR

Sendi ng enmi | Backup conpl eted successful
SwithMil.exe /s /from %mail User % / name "backup" /pass %Gmail Password% /server "sntp.gmail.con /p "587" /SSL
/to ¥BSendEmai | To% / sub " %UCOVPUTERNAMEY% backup OK" /b "Backup conpl eted successful "

GOTO FFSEXIT
. FFSERROR

Sendi ng enmai | Backup conpleted with ERROR with %FSLogFil e% %Bat chLogFil e% i n attachnment
SwithMil.exe /s /from %3mail User % / name "backup" /pass %3mail Password% /server "sntp.gmail.con /p "587" /SSL
/to ¥BSendEmai |l To% / sub " %UCOVPUTERNAMEY backup ERROR' /b "Backup conpleted with errors. See log attached.” /a "%
FFSLogFi | e% %Bat chLogFi | e%

cFFSEXIT

::Witing to global report CSV file (experinental)
ECHO %rYYY% %vMVe YDD% %-HHY% 9 n% %BSec % YCOVPUTERNAVEY, %Er r Level % >> %3 obal Report Fi | e%

I F "%Jser % =="" GOTO NOLOGOUT

Rest ar t ni ng Workstation service to rel ease network share
net stop | anmanworkstation /y
net start |anmanworkstation /y

: NOLOGOoUT

:: Di spl ai ng nessage to user

ECHO. >> nessage. t xt

ECHO If you want to add nore backup |ocations, please talk to Admin >> nessage.txt

nmsg * < message.txt

: END



BatchRun.ffs_batch

<?xm version="1.0" encodi ng="utf-8"?>
<FreeFi |l eSync Xnl Type="BATCH' Xm Format="11">
<Conpar e>
<Vari ant >Ti meAndSi ze</ Vari ant >
<Sym i nks>Excl ude</ Syni i nks>
<l gnoreTi meShi ft/>
</ Conpar e>
<Synchroni ze>
<Variant>M rror</ Vari ant >
<Det ect MovedFi | es>f al se</ Det ect MovedFi | es>
<Del eti onPol i cy>Ver si oni ng</ Del eti onPol i cy>
<Ver si oni ngFol der Styl e="Ti neSt anp" >%est i nati on% _nodi fi ed\ % ar get %/ Ver si oni ngFol der >
</ Synchr oni ze>
<Filter>
<l ncl ude>
<ltenp*</Itenmr
</ I ncl ude>
<Excl ude>
<l tenp\ System Vol une Information\</Iten>
<l tenp\ $Recycl e. Bin\ </l tem>
<| tenp\ RECYCLER\ </ | t en®
<| t en»\ RECYCLED\ </ | t en®
<l tenp*\ desktop.ini</Iltenm
<l temp*\t hunbs. db</ I ten>
</ Excl ude>
<Ti neSpan Type="None" >0</ Ti neSpan>
<Si zeM n Uni t ="None">0</Si zeM n>
<Si zeMax Uni t =" None">0</ Si zeMax>
</Filter>
<Fol der Pai r s>
<Pai r>
<Left/>
<Ri ght/>
</ Pai r>
</ Fol der Pai r s>
<Errors lgnore="true" Retry="0" Del ay="5"/>
<Post SyncComrand Condi ti on="Conpl etion"/>
<Bat ch>
<ProgressDial og M ni m zed="true" AutoC ose="true"/>
<Err or Di al og>Show</ Err or Di al og>
<Post SyncAct i on>None</ Post SyncActi on>
<Logfil eFol der Limt="-1">C \backup_config\ffs_| ogs</LogfileFol der>
</ Bat ch>
</ FreeFi |l eSync>



backup-on-idle.xml

<?xm version="1.0" encodi ng="UTF- 16" ?>
<Task version="1.4" xm ns="http://schemas. m crosoft.com wi ndows/ 2004/ 02/ m t/task">
<Regi strati onl nf o>
<Dat €>2018- 06- 25T17: 09: 09. 0960454</ Dat e>
<Aut hor >GREEN\ Adni n</ Aut hor >
<URI >\ backup</ URI >
</ Regi strationl nf o>
<Triggers>
<l dl eTri gger >
<Enabl ed>t r ue</ Enabl ed>
</1dl eTrigger>
</ Triggers>
<Pri nci pal s>
<Princi pal id="Author">
<User | d>S-1-5-18</ User | d>
<RunLevel >Hi ghest Avai | abl e</ RunLevel >
</ Princi pal >
</ Princi pal s>
<Settings>
<Mul ti pl el nst ancesPol i cy>l gnor eNew</ Mul ti pl el nst ancesPol i cy>
<Di sal lowStart|fOnBatteries>true</DisallowStart|fOnBatteries>
<St opl f Goi ngOnBat t eri es>t rue</ St opl f Goi ngOnBatteri es>
<Al | owHar dTer m nat e>t rue</ Al | owHar dTer i nat e>
<St art WhenAvai | abl e>f al se</ St art WhenAvai | abl e>
<RunOnl yI f Net wor kAvai | abl e>f al se</ RunOnl yI f Net wor kAvai | abl e>
<l dl eSettings>
<Dur at i on>PT5M/ Dur ati on>
<WAi t Ti meout >PT1H</ Wi t Ti meout >
<St opOnl dl eEnd>t r ue</ St opOnl dl eEnd>
<Rest art Onl dl e>f al se</ Restart Onl dl e>
</ldleSettings>
<Al | owsSt art OnDenand>t r ue</ Al | owst ar t OnDenand>
<Enabl ed>t r ue</ Enabl ed>
<Hi dden>f al se</ Hi dden>
<RunOnl yl f I dl e>t rue</ RunOnl yl f1dl e>
<Di sal | owSt art OnRenpt eAppSessi on>f al se</ Di sal | owSt art OnRenpt eAppSessi on>
<UseUni fi edSchedul i ngEngi ne>t r ue</ UseUni f i edSchedul i ngEngi ne>
<WakeToRun>f al se</ WakeToRun>
<Execut i onTi meLi m t >PT72H</ Execut i onTi meLi mi t >
<Priority>7</Priority>
</ Settings>
<Acti ons Cont ext ="Aut hor">
<Exec>
<Command>C: \ backup_confi g\ backup. bat </ Conrmand>
<Wor ki ngDi r ect or y>C: \ backup_conf i g</ Wor ki ngDi r ect ory>
</ Exec>
</ Acti ons>
</ Task>
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