Key generation

Log in as the future user of the keys on the system where the private key will be kept private.

ssh-keygen -t rsa
Enter file in which to save the key ...: <your choice>
Enter passphrase (enpty for no passphrase): <your choice>

Two files should have been created, for example:

c@ws: ~$ Is -1 .ssh/id_rsa*
STW- - - - - 1 c users 1679 Jan 4 2011 .ssh/id_rsa
-rwr--r-- 1 ¢ users 387 Jan 4 2011 .ssh/id_rsa. pub

The names and permissions of the keys reflect their purpose. id_rsa.pub is the public key and can be readable by anyone. id_rsa must be kept private.
The public key is annotated with the user name and short hostname of the system it was created on:

c@ws:~$ tail -1 .ssh/id_rsa.pub ssh-rsa

AAAAB3Nz aCly c 2EAAAADAQABAAABAQCH Fe U5a3XEOY 5UIWey +Lel mYr aVdKvb5Fp5bQYdU0chl FGysuUsOOZMH2y v 41 Xk CouwpVgXMXx nu8eA70
gmMaRc20uW uc AzebNVI OUKN7 AWy Q4| Y2A7pFhv +4UapBW 39GCf Qx3sof | BWW8ccEVGZzDhW eZT+VRj 61 h9YEr 2F

/ ZYHOI Yi BxL4Ly8XRLV5i xkJh7vcNXLa5KsBt Gu/ 970xBQIYUDbf 3Fpi | j ReGecHz/ Kgt q7J61 BvHkj zaVUeuCF99kMp361 Ts XOMIgAvJ M/ +Edq
117G hl f 9Vn2po4sqBH8xKEj Eei W j BKchpOLxDs+sYL4s| EexYxuCDnzbT c@\W\8
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